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Orstutt um mig...

| grunninn l6gfraedingur med LLM gradu i Evropurétti fra Edinborgarhaskdla,
fjarskipta- og fjolmidlarétt fra Florence School of Regulation,
PLC gradu i opinberri stefnumdtun og leidtogahaefni fra Harvard haskéla

Starfad hja Fjarskiptastofu nu i yfir aratug a svidi netoryggis og taeknimala.
Leitt starf vid gerd laga a svidi netoryggis, framkvaemd ahattumata
a fjarskiptainnvidum og sértaekum ognum

Starfar i dag sem svidsstjori stafreens oryggis par sem teymid leidir uppbyggingu a
eftirliti med netoryggi mikilveegra innvida hér a landi




Samhengi hlutanna

Netoryggistilskipun
NIS-2 Hvad felst i NIS-27

é_ 25 m|’n ﬂtum Hvaoda adilar falla undir NIS-2?

Hvad purfa peir ad gera?
Hvad ef ekkert er gert?

Innleiding & Islandi
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Stafraen proun ESB er eitt af forgangsmalum

sambandsins

ESB gaf ut netdryggisstefnu sambandsins i
desember 2020

Markmid er m.a. ad:

» auka styrk sambandsins og adildarrikja til ad
tryggja stafreent sjalfstaedi alfunnar (e. digital
sovereignty)

« efla afallapol (resilience) Evropu gegn
netognum og tryggja ad allir borgarar og
fyrirteeki geti notid gods af traustri og
areidanlegri stafreenni pjonustu


https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en#about-the-european-security-union
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en#about-the-european-security-union
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NIS-2 tilskipun
Evropusambandsins

- Tilskipun nr. 2022/2555. | desember 2022 sampykkti ESB nyja
netoryggistilskipun, NIS-2 - tekur gildi 18. oktéber 2024

- Fellir ar gildi fyrri tilskipun, NIS-1 fra 2016 sem var efnislega
innleidd 4 islandi 2020

- Pessar breytingar hafa ahrif a alla pa sem starfa vio

upplysingataekni med einum eda 60rum haetti



Hvad felst i NIS-27?

1 GETA ADILADARRIKJA

Eftirlitsstjornvold
CSIRTs
Netoryggisstefnur

Upplysingagjof um
veikleika

Rammi um haettustjornun

2 SKYLDUR A ADILA

Stjornkerfi net- og
upplysingadryggis

Tilkynningarskylda

Abyrgd sdstu stjdornenda

3 SAMSTARF RIKJA

NIS samstarfshopur
CSIRTs samstarf
CyCLONe

Gagnagrunnur um
veikleika

Gagnagrunnur um
stafraen grunnvirki



Umfang NIS-2

1 NAUDSYNLEGIR ADILAR 2 MIKILVAGIR ADILAR

» Orka (rafmagn, olia, gas, sveedisbundin hitun og vetni) 0 Iresieseme e

« Samgongur (loft, vatn, vegis og lestir) «  Urgangsstjornun

+ Bankastarfsemi (DORA) s Efni/ Lyf (framleidsla og dreifing efna)

> Il fEmmE ErEnae (DL * Matvali (framleidsla, vinnsla og dreifing)

» Heilbrigdi (heilbrigdispjonusta, rannsoknir og framleidsla
lyfja og leekningalyf)
» Drykkjarvatn

* Veitendur stafraennar pjonustu (leitarvélar, netmarkadir,
midlar)

. * Rannsdknastarfsemi
« Urgangsvatn

« Stafraen grunnvirki (IXP, DNS TDL, sky{apjénustur,
gagnaver, dreifinet efnis, fjarkipti, traustpjonustur)

* Geimstarfsemi
» Upplysinga- og fjarskiptataekni
* Opinberar stofnanir (nytt i NIS-2) (nytt i NIS-2)

/



ANNEXI

SECTORS OF HIGH CRITICALITY

Subsector

Tyvpe of entity

1. Energy

(a) Electricity|

— Electricity undertakings as defined mn Article 2, pomnt (37), of
Directive (EU) 2019/944 of the European Parliament and of the
Council (1), which carry out the function of “supply” as defined
in Article 2, point (12), of that Directive

— Dustribution svstem operators as defined in Article 2, point
(29). of Directive (EU) 2019/944

— Transmission system operators as defined in Article 2, point]

(35). of Directive (EU) 2019/944

— Producers as defined in Article 2, point (38), of Directive (EU)
2019/944

— Nominated electricity market operators as defined in Article 2|
point (8), of Regulation (EU) 2019/943 of the European|
Parliament and of the Council (%)

— Market participants as defined in Article 2, point (23), of
Regulation (EU) 2019/943 providing aggregation, demand
response or energy storage services as defined in Article 2,
points (18), (20) and (39), of Directive (EU) 2019/944

— Operators of a recharging point that are responsible for the|
management and operation of a recharging point, which|
provides a recharging service to end users, including in the|

name and on behalf of a mobility service provider

(b)  District

— Operators of district heating or district cooling as defined in|

heating  and Article 2, point (19), of Directive (EU) 201872001 of the|
cooling European Parliament and of the Council (7)
(c) Oil — Operators of o1l transmission pipelines

— Operators of o1l production, refining and treatment facilities,

storage and transmission

— Central stockholding entities as defined in Article 2, point (f),

of Council Directive 2009/119/EC (%)

ANNEX IT
OTHER CRITICAL SECTORS
Sector Subsector Tyvpe of entity

1. Postal and

COUrler services

Poxstal Service)
providers as
defined in|
Article 2, point

{la), of Dhrective
97/'67/EC,
including providers
of courier services

2. Waste

granagsment

Undertakings
carrying out waste
management as
defined 1n)
Article 3, point (9),
of Dhrectivel
2008/98/EC of the
European
Parliament and of
the Council {-'l
excluding

undertakings for
whom waste
management 13 1ot
their principal

economic activity




Dreifinet efnis IPXs

Skyjavinnslu-
pjonustur

Gagnaver

Trausthjénustur

Fjarskiptanet

Fjarskiptapjonusta

Stafraen grunnvirki fara ut premur tegundum pjonustu i niu tegundir 5



Telur pu pig falla
barna undir?

v" Fellur st pjonusta sem pu veitir undir skilgreiningu
a flokkum og undirflokkum?

v ERdlioreer sinifvedandi lighad athardadildarriki par sem
sPIBPISRAEH1Mgsynleg fyrir vidhald annarrar kritiskrar
bjc:)'nu%l'g‘tarfsmenn eda fleiri

- Ro¥a peridoid nastieiserefadhagdili veitir geeti haft
umtalsverd ahrif a almannat')rrYrggi, almannavernd o

v Efibamenenkkimiyltiart | bridja lagi ad athuga
- g BQFHW@” BNGIR QN Sidvrdt Qhad
Sﬁﬂ%m Jaitendisteega dhaettu, sérilagi i
sektosuranpagassiofstikdfudflémageLDy baft ahrif yfir
laiamstuyeitendur |énsheitakerfa (DNS).

- AdilinArsphaiefsK@fNaEha sérstaks mikilvaegis, 8 landsvisu
eda tilteknu landsvaedi, fyrir tiltekinn sector eda

bjonustutegund, eda fyrir adra sérstaka sektora i
adildarriki.



Hvada krofur er verid ad setja?

Krofur um ahaettustyringu netéryggis

- Grunnkrafa um virkt stjornkerfi net- og upplysingadryggis

- Neer til rekstraroryggis fyrirteekisins eda stofnunarinnar (operational,
organizational and technical)

- Adilar purfa ad vidhafa fastmotad verklag svo peir geti
audkennt/greint ahaettu

varist ahaettu

uppgotvad aheettu

brugadist vid ahaettu og

endurreist pjonustu

- Pannig ad leynd, réttleiki og tiltaekileiki upplysinga/kerfa sé tryggdur
0g par med pjonusta peirra

- Byggja parf a alpjodlegum vidurkendum st6dlum um bestu
framkveemd

c}:"'eﬂ
&

GOVERy

NIST
Cybersecurity
Framework

DETECT




Hvada lagmarkskrofur
er verid ad setja?

Innleidingargerd veentanleg fra
farmkvaemdastjérn ESB i oktober 2024

Stefnur um ahaettumat og net- og upplysingakerfi.
Atvikamedhondlun.

Rekstrarsamfellu, endurreisnarazetlun og haettustjorn.

Oryggi net- og upplysingakerfa m.t.t. innleidingu kerfa, préun og
vidhalda, p.m.t. veikleikagreiningu og upplysingagjof.

Oryggi birgjakedju, b.m.t. d6ryggistengda paetti sem varda tengsl
vid birgja og pjonustuveitendur.

Stefnur og ferla til ad meta virkni stjornskipulags og
oryggisradstafana.

Lagmarksadferdir hvad vardar pjalfun.

Stefnur vardandi dulkédun.

Oryggisradstafanir vardandi starfsfdlk, adgangsstyringar og fleira.
Notkun fjolpatta audkenningarleida, 6rugg tal-, mynd- og
textasamskipti og 6rugg neydarsamskipti innan fyrirtaekis.

Tilkynningarskylda um alvarleg atvik.



1. POLICY ON THE SECURITY OF NETWORK AND INFORMATION
SYSTEMS [ARTICLE 21(2). POINT [A] OF DIRECTIYE [EU]
1.1. Palicy on the security of network. and information systems
1.2. Roles, responsibilities and authorities
2. RISK MANAGEMENT POLICY [ARTICLE 21(2). FPOINT [A]) OF DIRECTIYE [EU] 202212555])
2.1. Risk management framework.
2.2. Complianze monitaring
2.3 Independent review of information and network. security
F. INCIDENT HANDLING [ARTICLE Z21[2),. POINT [B). OF DIRECTIYE [EU] 2022/255%5)
74 e ° 74 f e 90 e 1. Incident handling policy
aostaranir til aheaettustyringar neto IS (1)  hemememin
33 Event reporting
34, Event assessment and classification
38, Inzident responze
3. Post-incident reviews
4. BUSINESS CONTINUITY AND CRISIS MANAGEMENT [(ARTICLE
Z1[2). POINT [C). OF DIRECTI¥E [EU] 2022/2555]
4.1. Business continuity and disaster recowery plans
4.2. Backup management
4.3. Crisis management
5. SUPFLY CHAIN SECURITY [(ARTICLE Z21(2). FOINT [D). OF DIRECTI¥E [EU) 2022/255%9)
5.1, Supply chain security policy
B.2. Directory of suppliers and service providers
E. SECURITY IN NETWORE AND INFORMATION SYSTEMS
ACQUISITION, DE¥YELOPMENT AND MAINTENANCE [ARTICLE
. . . B Security in acquisition of ICT services or ICT products
* Framkveemdagerd ESB meelir fyrir um teeknilegar og 62 Seours develapment lfe aycle
. . . . E.4. Change management, repairs and maintenance
adferdarfreedilegar krofur fyrir stafreena markadinn 6.5, Security testing
E.E. Security patch management
, . . E.7. Metwork security
) - E.8. Metwork segmentation
Sam ra'a Su marl 6 20 2 4 1 5 4 u msa‘g n I r E.A. Protection against malicious and unauthorized software
B0, Wulnerability handling and disclosure
. Il . e . 4P 7. POLICIES AND PROCEDURES TO ASSESS THE EFFECTI¥EMESS
e Unnid dr nidurstodum med adildarri kJ um OF CYBERSECURITY RISK-MANAGEMENT MEASURES [ARTICLE
&. BASIC CYEER HYGIENE PRACTICES AND SECURITY TRAINING
R . , [ARTICLE 21[Z). POINT [G). OF DIRECTI¥E [EU) 20221255%)
(] Gl Id |Staka er 1 8. O kto ber n k. 212 .ﬂS\.-.::L?:::-fiir:ii:;ng and basic cyber hygiene practices
4. CRYPTOGRAPHTY [(ARTICLE Z1(2). POINT [H). OF DIRECTIYE [EU] 20221255%5])

1 4 “ 1 1 10. HUMAN RESOURCES SECURITY [ARTICLE Z1(2), FOINT [I1. OF DIRECTIYE [EU] 202212555
* Umraeda innan Evrépu um pydingu gerdanna fyrir adra B e e ‘ = " (= .
. 10.2. Background checks
m arkaal 10.3. Termination ar change of employment procedures

10.4. Disciplinary process
1. ACCESS CONTROL [ARTICLE 21[2). FOINT [1). OF DIRECTIYE [EU]) 20221255%)
1.1, Access control palicy
1.2, Panagement of access rights
11.3. Privileged accounts and system administration account=
1.4, Administration systems=s
11.5. [dentification
11.E. Authentication
1.7, PMulti-Factar authentication
12. ASSET MANAGEMENT [(ARTICLE 21(Z). POINT [I). OF DIRECTIYE (EU] 20221255%)
121, As=et classification
12.2. Handling of information and assets
12.2. Remowable media policy
12.4. A==et inventory
12.5. Return or deletion of as=ets upon termination of employment
12. ENYIROMMERNTAL AND PHYSICAL SECURITY [ARTICLE 21[2).
POINTS [C). [E] AND [I] OF DIRECTIYE [EU] 2022/255%)
13.1. Supporting utilities
13.2. Protection against physical and environmental threats
122 Perimeter and ohusical access control|
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A O0stu stjornendur bera nu abyrgdina!

Abyrgd adstu stjérnenda

A dstu stjornendur skulu stadfesta
stjornkerfi net- og upplysingadryggis, hafa
yfirsyn yfir innleidingu pess og bera abyrgd
a skorti a hlitingu

A Jstu stjornendur skulu hljota pjalfun og
hafa pekkingu og getu til ad meta
aheaettupaetti og stjornkerfi net- og
upplysinga 6ryggis i fyrirtaeki sinu 03 03 03 03 03

04 04 04 04 04



Eftirlit

“supervision and enforcement”

Ef ekkert er
gert - hvad pa?

Itarleg akvaedi um eftirlit

e Rik krafaum
aheaettumidad
leidbeinandi eftirlit

o Uttektir og
oryggisprofanir

o Timasett
fyrirmeeli um
Urbeetur

e Vidurlog ef

fyrirmaelum er ekki
fylgt eda fravik eru
alvarleg

o Alagning sekta

o afturkoéllun
starfsleyfa

o timabundin
brottvikning
&dstu stjornanda

Akvedinn
greinarmunur 3
eftirliti og vidurlogum
milli naudsynlegra
adila og mikilveegra
adila



Pad er kominn timi til ad undirbda sig...

februar 2023 2?7

september . AN
Sher 2024 277

juli2016 mai 2018 2020 jandar 2023 ~oktd
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Rikisstjornin a valdi
~minnsta og velkasta“___ =3

rokksms = ‘
s
Bjarni: ,Mér fannstpetta | o s

(19

vera mjog oskyr alyktun bétt flokki ,lidi illa i innyflunum* veradur

V hann ad syna abyrgd |



Spurningar?
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