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Inngangur

*Af hverju er netoryggi ordid lykilatridi i vorum med stafreena peetti?

«Stadreynd: Kostnadur vegna netarasa a heimsvisu er metinn a yfir
€5,5 trilljonir a ari. [en.wikipedia.org]

Markmid CRA: Tryggja ad oll teeki og hugbunadur sem tengjast neti
séu 6rugg ,by design“ og ,by default®.

eNyjar krofur og stadlar fyrir oruggari stafreena framtid


https://en.wikipedia.org/wiki/Cyber_Resilience_Act
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CRA - Cyber resilience Act

* Login: Reglugerd (EU) 2024/2847 sampykkt i oktdber 2024, i gildi fra 10.
desember 2024, full framkveemd fra 11. desember 2027.

* Hverjir falla undir CRA ?

 Framleidendur, innflytjendur, dreifingaradilar og hugbunadarpréunaradilar.

e Gildirum oll ,,products with digital elements” - loT, hugbunad, vélbunad,
SaaS, o.fl.. Undantekningar: Svid med sérreglur (t.d. leekningateeki, bilar) og
okeypis opinn hugbunadur an tekjuoflunar.

* Abyrgd framleidenda: Oryggi yfir allan liftima vérunnar, hradar
oryggisuppfaerslur, tilkynning um veikleika innan 24 klst.

* Vidurlog: Allt ad €15 milljonir eda 2,5% af arstekjum.
o Alslandifer innvidaraduneytid — IRN - med malefni CRA



Lykilkrofur

 Oryggi by design og by default

* Engar pekktar veikleikar vid markadssetningu
e Sjalfvirkar uppfeerslur

* Vernd gagna: trunadur, heilleiki, frambod



Definitions
an Scope of Application

cyberinteligence institute

- I [slenskir stadlar
n



- I [slenskir stadlar

Krofur til vara me0 ,,digital elements®

Article 6

Requirements for products with digital elements
Products with digital elements shall be made available on the market only where:

(1) they meet the essential requirements set out in Annex I, Part 1, provided that they are
properly installed, maintained, used for their intended purpose or under conditions
which can reasonably be foreseen, and, where applicable, the necessary security

updates have been installed, and

L)

(2) the processes put in place by the manufacturer comply with the essental

requirements set out in Annex 1, Part I1.
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Meginkrofur til upplysingaoryggis

Annex |, Part |I: Essential Cybersecurity Requirements

Products with digital elements shall be designed, developed and produced in such a way that they ensure an
appropriate level of cybersecurity based on the risks,

be made available on the market without known exploitable vulnerabilities,
be made available on the market with a secure by default configuration,
ensure that vulnerabilities can be addressed through security updates,

ensure protection from unauthorised access by appropriate control mechanisms, including but not limited to
authentication, identity or access management systems,

protect the confidentiality of stored, transmitted or otherwise processed data, personal or other, such as by
encrypting relevant data,

protect the integrity of stored, transmitted or otherwise processed data,

process only data, personal or other, that are adequate, relevant and limited to what is necessary,
protect the availability of essential and basic functions, also after an incident,

have to implement cybersecurity by design,

provide the possibility for users to securely and easily remove on a permanent basis all data and settings.
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Veilumeohondlun - krofur

Annex |, Part II: Vulnerability Handling Requirements

Manufacturers of products with digital elements shall identify and document vulnerabilities and components
contained in products with digital elements,

address and remediate vulnerabilities without delay, including by providing security updates,
apply effective and regular tests and reviews of the security,

once a security update has been made available, share and publicly disclose information about fixed
vulnerabilities,

put in place and enforce a policy on coordinated vulnerability disclosure,

take measures to facilitate the sharing of information about potential vulnerabilities in their product with
digital elements as well as in third party components,

provide for mechanisms to securely distribute updates for products with digital elements,

ensure that, where security updates are available to address identified security issues, they are disseminated
without delay.




Flokkun a vorum eftir aheettu

Flokkur Samramiskrofur

Default Almennar vorur med Snjalltaeki, Bluetooth Sjalfsmat og CE merking
stafreena peetti hatalarar
Class | (Mikilveegar) Vorur med aukna VPN, eldveggir, Pridja adila mat eda stadlar
oryggisahaettu lykilordastjorar
Class Il (Gagnrynar) Ha ahaetta, mikilvaeg Styrikerfi, PKI, HSM, IDS/IPS Strangara mat hja tilkynntu

netoryggislausn adila
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Cybersecurity as a Requirement "by

design”: Manufacturer

» Risk assessment for the design, development, manufacture, supply and
maintenance of products

» Digital supply chain: third-party components must not compromise the
cybersecurity of the end product

* Documentation obligation, declaration of conformity and consumer
information

= Determination of a support period for the normal service life of a product,
but at least five years

= Corrective measures in the event of missing/inadequate cybersecurity up to
and including withdrawal/recall

* Notifications to the National CSIRT and ENISA after becoming aware of
actively exploited security vulnerabilities
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Cybersecurity as a Requirement "by
design’: Importer and Distributor

* Importers:
= Only placing on the market of products with CRA conformity

* Requirements comparable with manufacturer, additional information obligations (in
particular contact details)

* Withdrawal/recall in the event of non-compliance with CRA

* In the event of cybersecurity weaknesses, information to competent market surveillance
authorities in the Member States and manufacturers

* Distributors: Comparable requirements to importers with regard to
conformity with CRA, additional verification of whether the manufacturer and

importer have complied with the CRA requirements
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In scope:' “‘products with digital elements”

‘/ Hardware products (including components placed on the market)

(laptops, smart appliances, mobile phones, network equipment or CPUs...)

‘/ Software products (including components placed on the market)

(operating systems, word processing, games or mobile apps, software libraries...)

...Including their remote data processing solutions!



Outside t:he scope

Non-commercial products
(hobby products)

X Services, in particular standalone Saa$S (covered by NIS2)

(websites, purely web-based offerings...)

X Outright exclusions

(cars, medical devices, in vitro, certified aeronautical equipment, marine equipment)
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Obligatio'ns of manufacturers

Risk assessment

Product-related essential requirements
Vulnerability handling essential requirements

Conformity assessment

Vulnerabi‘ty handling throughout the product lifetime (for the period when
the product is expected to be in use)

Design and

Maintenance
development

Obligation to report through a single reporting platform: Reporting

obligations
to continue

(1) actively exploited vulnerabilities
(2) severe incidents having an impact on the security of the product
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CRA og samheefoir stadlar

e Stadlar sem eru skrifadir samkveemt beidni fra Evrépusambandinu
kallast samhaefdir stalar og tilheyra NLF

* Samheaefdir stadlar eru grundvollur fyrir CE merkingum vara
* pa er gefin ut samraemisyfirlysing um hvada stadlar eru uppfylttir
e [ pessu tilfelli eru vorur flokkadar i 4 flokka
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Samraemisyfirlysing — CE ,,merking*

Conformiiy assessment — product categorisation

Default category — self-assessment
(memory chips, mobile apps, smart speakers, computer games...)

Important products — application of standards/third-party assessment
(operating systems, anti-virus, routers, firewalls...)

T (smart cards, secure elements, smart meter gateways...)

( T Critical products — in the future potentially certification

@ FOSS — self-assessment (unless categorized as “critical products™)

(web development frameworks, operating systems, database management systems...)



CRA impllementation underway

- Development of harmonised standards

- Technical descriptions of important and critical products
. To be adopted by 11 December 2025

- Terms and conditions for CSIRTs to withhold notifications
. To be adopted by 11 December 2025

= Single Reporting Platform by ENISA
- To be operational by 11 September 2026
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CRA imp'lementation underway - continued

- Guidance to support implementation

Covering at least RDPS, OSS, support period, interplay with other Union legislation,
substantial modification + targeting SMEs

- Member States to set up notifying & market surveillance
authorities

- CRA Expert Group

First meeting on 12 February; additional fora for involvement
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Standardisation

- Standardisation request for harmonised standards adopted by
COM and notified to ESOs

- Building on existing international and European standards
- 2-tiered approach: horizontal and vertical standards
- Prioritising important/critical products (CRA Annex I1l/IV)

- First building blocks for product security ecosystem of standards
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Vertical developments CEN-CLC TCs [E cENEL?B\,\

+ CEN/TC 224 'Personal identification and related personal devices with secure
element, systems, operations and privacy in a multi sectorial environment’

» European standard(s) on essential cybersecurity requirements for identity management systems and
privileged access management software and hardware, including authentication and access control readers
including biometric readers (line 16)

» European standard(s) on essential cybersecurity requirements for Hardware Devices with Security Boxes
(line 39)

» CLC/TC 65X ‘'Industrial-process measurement, control and automation’
> Developments based on EN IEC 62443-4-2

+ CEN-CLC/JTC 13 WG 6

» European standard(s) on essential cybersecurity requirements for smart meter gateways within smart
metering systems (line 40)

» European standard(s) on essential cybersecurity requirements for hypervisors and container runtime
systems that support virtualised execution of operating systems and similar environments (Line 35)



CRA Staolar fyrir ionadarferli

* CRA byggir mikid a stodlum m.a.
* ISO/IEC 27001 - Upplysingadryggi

* |EC 62443 —Idnadaroryggi

* ISO 9001 - Gaedastjornun

 Mjog ahugaverdur stadlarod IEC 62443 par sem lagt er til
sameiginlegt likan til ad byggja upp traust a upplysingaoryggi i
mikilveegum idnadarferlum. S.s. Vatnsveitum, Rafveitum og slikum
kerfum sem keyra a nettengdum bunadi sem getur verid utsettur
fyrir aheettu vegna upplysingaoryggis.

e Skrifadir verda evropuvidaukar vid stadla i rodinni til ad vikka
notkunarsvid peirra og taka inn krofur CRA.
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FUT og CRA

. Spe%llnefnd FUT geeti stofnad spegilnefnd par sem fylgst yrdi med evropskri
stadlagerd a svidinu.

« Asamt pvi ad vera vettvangur sérfreedinga sem vilja kynna sér malefni CRA i hépi sérfreedinga
sem vinna ad svipudum hagsmunum.

* pa geeti pyding lykilhugtaka verid framkveemd i slikum hépi ef porf veeri a.

. FU.g.skréé sérfreedinga fra islenskum hagadilum til patttoku i evropskri stadlagerd a
svidinu
* Markhop slikrar spegilnefndar eru
 Raduneyti

» Sérfreedingar skipulagsheilda sem framleida vorur med nettengda stafraena paetti sérstaklega
ba sem reka kritisk kerfi s.s. Veitukerfi, idnadarferla ofl.

* Radgjafar sem hyggjast sinna pessum markadi

* Ef pu hefur ahuga a ad spegilnefnd um CRA verdi til pa sendu mér skeyti a
gudval@stadlar.is

* Spegilnefndir eru einingis stofnadar ef naegur ahugi er a patttoku i peim.
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