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fyrir vinnu vid yfirlestur og radgjof.
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Pessi 6nnur utgafa er uppfeersla a fyrstu atgafunni (ISO/
IEC 17799:2000) og inniheldur all nokkrar breytingar og
viobaetur.

Pydingin er einungis gerd til hagraedis fyrir islenska
notendur. Kappkostad hefur verid ad hafa islenska
textann eins ndkveeman og framast er unnt. Engu ad
sidur getur Stadlarad islands ekki abyrgst ad pydingin
endurspegli ndkveemlega merkingu frumtextans, ord
fyrir ord.

Af pessum sdkum er enski textinn birtur vid hlid hins
islenska og til hans ber ad leita komi til deilumala um
tulkun &kveeda i stadlinum. Stadlarnir eru i stodugri
endurskodun og par med islenska pydingin. Notendur
stadlanna eru eindregid hvattir til ad koma athuga-
semdum og &bendingum til Stadlarads islands.
Vinnuhépurinn taldi rétt ad gefa skyringu & notkun
hugtaksins ,organization” sem pytt er med ordinu
Lfyrirtaeki”.

Pessi notkun ordsins er vidtekin i 60rum stodlum
(t.d. IST EN ISO 9000:2005) og hefur hlotid gédan hljéom-
grunn.

Med ,fyrirteeki” er att vio t.d. félag, hlutafélag, firma,
atvinnufyrirtaeki, stofnun, gédgerdastofnun, einyrkja,
samtOk eda hluta eda samsetningu af pessu.

Fyrirtaeki getur verio opinbert eda i einkaeign.
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Formali

ISO (International Organization for Standardization —
Alpjodlegu stadlasamtokin) og IEC (International Electro-
technical Commission — Alpjéda rafteeknirddid) mynda
sérheeft kerfi fyrir alpjodlega stoolun. Stadlastofnanir
einstakra landa sem eiga adild ad ISO eda IEC taka patt i
préun alpjédastadla med starfraekslu taekninefnda sem
hvor stadlasamtokin um sig setja 4 fot til ad fast vio
afmorkud teeknisvio. Teekninefndir ISO og IEC hafa sam-
vinnu um efnissvid sem hagsmunir peirra beggja tengjast.
Aodrar alpjodlegar stofnanir, baedi pzer sem starfa 8 vegum
rikisstjérna og adrar, taka einnig patt, i samvinnu vid
ISO og IEC. A svidi upplysingataekni hafa ISO og IEC
komid & fot sameiginlegri taekninefnd, ISO/IEC JTC 1.

Alpjodastadlar eru samdir i samraemi vid Vinnureglur
ISO/IEC, 2. hluta.

Meginverkefni sameiginlegu teekninefndarinnar er ad
semja alpjodastadla. Frumvorp ad alpjéodastodlum, sem
sameiginlega taekninefndin hefur komid sér saman um,
eru send adilum samtakanna til atkveedagreioslu. Al-
pjodastadall er ekki gefinn Gt nema ad minnsta kosti 75 %
peirra adila sem greida atkvaedi hafi sampykkt stadalinn.

Athygli er vakin & pvi ad sum atridi i pessu skjali gaetu
fallid undir einkaleyfi. ISO og IEC bera ekki abyrgd 4 ao
tilgreina einhver eda 6ll slik einkaleyfi.

Alpjodastadallinn ISO/IEC 17799 var saminn af sam-
eiginlegu teekninefndinni ISO/IEC JTC 1, Information
technology, undirnefnd SC 27, IT Security techniques.

Pessi onnur utgafa kemur i stad fyrstu utgafunnar (ISO/
IEC 17799:2000) sem er par med felld ur gildi en hdn
hefur verid endurskodud teeknilega.

Innan ISO/IEC JTC 1/SC 27 er verid ad proa samsteedu af
alpjodastodlum & svidi stjornkerfis upplysingadryggis
(ISMS). | samstzedunni eru alpjédastadlar um upplysinga-
oryggisstjornun, ahaettustjornun, meelikvardar og meeling-
ar og leidbeiningar um innleidingu. Fyrir pessa samstaedu
verour tekid upp numerakerfi med numerum fra 27000.

Lagt er til ad fra arinu 2007 verdi pessi nyja utgafa af
ISO/IEC 17799 sett inn i nyja numerakerfido sem ISO/IEC
27002.
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Foreword

ISO (the International Organization for Standardization)
and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standard-
ization. National bodies that are members of ISO or IEC
participate in the development of International
Standards through technical committees established by
the respective organization to deal with particular fields
of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other inter-
national organizations, governmental and non-govern-
mental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and
IEC have established a joint technical committee, ISO/
IEC JTC 1.

International Standards are drafted in accordance with
the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to
prepare International Standards. Draft International Stan-
dards adopted by the joint technical committee are
circulated to national bodies for voting. Publication as
an International Standard requires approval by at least
75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the
elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.

ISO/IEC 17799 was prepared by Joint Technical Com-
mittee ISO/IEC JTC 1, Information technology, Sub-
committee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition
(ISO/IEC 17799:2000), which has been technically re-
vised.

A family of Information Security Management System
(ISMS) International Standards is being developed with-
in ISO/IEC JTC 1/SC 27. The family includes International
Standards on information security management system
requirements, risk management, metrics and measure-
ment, and implementation guidance. This family will
adopt a numbering scheme using the series of numbers
27000 et seq.

From 2007, it is proposed to incorporate the new edition

of ISO/IEC 17799 into this new numbering scheme as
ISO/IEC 27002.
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0 Inngangur
0.1  Hvad er upplysingaoryggi?

Upplysingar eru eignir og eins og adrar mikilvaegar
rekstrarlegar eignir eru peer Omissandi fyrir rekstur
fyrirtaekis og purfa pvi videigandi vernd. Petta er sérstak-
lega mikilveegt i rekstrarumhverfi med siauknum inn-
byrdis tengingum. [ kjolfar pessarar aukningar & inn-
byrdis tengingum eru upplysingar berskjaldaori fyrir
sifellt fleiri og margvislegri 6gnum og veilum (sja einnig
OECD Guidelines for the Security of Information Systems
and Networks).

Upplysingar geta verid & margs konar formi. Paer geta
verid prentadar eda ritadar & pappir, geymdar med
rafreenum heetti, sendar med posti eda a rafraenan hatt,
birtar & filmu eda latnar i ljos i meeltu mali. A hvada
formi sem upplysingarnar eru, og hvada leidir sem
notadar eru til pess ad samnyta peer eda geyma, aetti
avallt ad vernda pzer 4 videigandi hatt.

Upplysingadryggi felst i verndun upplysinga fyrir margs
konar 6gnum til pess ad tryggja rekstrarsamfellu, lag-
marka rekstrardheettu og hdmarka ardsemi fjarfestinga
og viOskiptateekifaera.

Upplysingadryggi neest med pvi ad innleida videigandi
styringar, p. & m. stefnu, ferli, verklagsreglur, skipurit og
hugbunadar- og vélbunadaradgerdir. Pessum styringum
parf ad koma upp, innleida peer, vakta, ryna og beeta
eftir porfum til pess ad tryggja ad oryggis- og rekstrar-
markmid fyrirteekisins séu uppfyllt. Petta setti ad gera |
tengslum vid onnur rekstrarfraedileg ferli.

0.2  Af hverju porf er a upplysingadryggi?

Upplysingar dsamt studningsferlum, kerfum og netum
eru mikilveegar rekstrarlegar eignir. Skilgreining, 6flun,
vidohald og umbaetur & upplysingadryggi geta verid
naudsynleg atridi til pess ad vidhalda samkeppnishaefni,
fjarstreymi, ardsemi, hlitingu vid 16g og imynd i vio-
skiptum.

Ad fyrirteekjum og upplysingakerfum peirra og netum
stedja dgnir ur ymsum attum, svo sem af svikum med
adstoo tolva, njésnum, spellvirkjum, skemmdarverkum,
eldsvodum og fl6dum. Skadvaldar, svo sem spillikoti,
tolvuhakk og atlogur ad pjénustumidlun, verda sifellt
algengari, dgengari og hapréadri.

Upplysingadryggi er mikilveegt beedi & svidi opinbers
reksturs og einkareksturs, og til ad vernda mikilveega
innvidi. A badum pessum svidum mun upplysingadryggi
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0 Introduction
0.1 What is information security?

Information is an asset that, like other important business
assets, is essential to an organization’s business and
consequently needs to be suitably protected. This is
especially important in the increasingly interconnected
business environment. As a result of this increasing
interconnectivity, information is now exposed to a
growing number and a wider variety of threats and
vulnerabilities (see also OECD Guidelines for the
Security of Information Systems and Networks).

Information can exist in many forms. It can be printed
or written on paper, stored electronically, transmitted
by post or by using electronic means, shown on films,
or spoken in conversation. Whatever form the infor-
mation takes, or means by which it is shared or stored,
it should always be appropriately protected.

Information security is the protection of information
from a wide range of threats in order to ensure business
continuity, minimize business risk, and maximize return
on investments and business opportunities.

Information security is achieved by implementing a
suitable set of controls, including policies, processes,
procedures, organizational structures and software and
hardware functions. These controls need to be estab-
lished, implemented, monitored, reviewed and improved,
where necessary, to ensure that the specific security
and business objectives of the organization are met.
This should be done in conjunction with other business
management processes.

0.2 Why information security is needed?

Information and the supporting processes, systems, and
networks are important business assets. Defining,
achieving, maintaining, and improving information
security may be essential to maintain competitive edge,
cash flow, profitability, legal compliance, and com-
mercial image.

Organizations and their information systems and
networks are faced with security threats from a wide
range of sources, including computer-assisted fraud,
espionage, sabotage, vandalism, fire or flood. Causes of
damage such as malicious code, computer hacking, and
denial of service attacks have become more common,
more ambitious, and increasingly sophisticated.

Information security is important to both public and
private sector businesses, and to protect critical
infrastructures. In both sectors, information security will



verda til audveldunar, t.d. vid ad ad koma & rafreenni
stjornsyslu eda rafreenum vidskiptum, og til pess ad
komast hja eda draga ur dhaettu sem peim fylgir.
Samtenging almenningsneta og einkaneta og samnyting
4 upplysingaaudlindum eykur vandann vid ad styra ad-
gangi. Préunin i 4tt ad dreifdri gagnavinnslu hefur einnig
grafio undan skilvirkni midlaegrar styringar i umsja sér-
freedinga.

Morg upplysingakerfi hafa ekki verid honnud til pess ad
vera Orugg. Pad oryggi sem haegt er ad nd fram med
teeknilegum adferdum eingéngu er takmarkad og verdur
a0 stydja vid pad med videigandi stjornun og verklags-
reglum. Til pess ad skera Ur um hvada styringar aettu ad
vera til stadar parf vandlega skipulagningu par sem sma-
atrioum er gefinn gaumur. Stjérnun upplysingadryggis
krefst ad lagmarki patttoku allra starfsmanna fyrirteekis-
ins. HUn kann jafnframt ad krefjast patttoku hluthafa, birgja,
pridju adila, vidskiptavina eda annarra ytri adila. Einnig
getur verio porf & radgjof sérfreedinga annarra fyrirteekja.

0.3 Hvernig koma a upp oryggiskrofum

Naudsynlegt er ad fyrirtaeki beri kennsl & 6ryggiskrofur
sinar. Flokka ma oryggiskrofur i pria megin flokka eftir
uppruna:

1. [ fyrsti flokknum eru krofur sem eiga reetur ad rekja
til mats & dhaeettu fyrirtaekisins mea tilliti til markmida
pess og heildardaetlunar um rekstur. Med dheettumati
eru greindar paer ognir sem stedja ad eignum og
metnar veilur og likindi & pvi ad eitthvad komi fyrir
og hver ahrifin kunni ad verda.

2. | 6drum flokki eru lagalegar, reglugerdarlegar og
samningslegar krofur sem fyrirteeki, vidskiptaadilar
pess, verktakar og pjonustuveitendur purfa ad upp-
fylla sem og félags- og menningarumhverfi peirra.

3. [pridja flokknum eru sértaekar meginreglur, markmid
og rekstrarkrofur um upplysingavinnslu sem fyrir-
teeki hefur moétao til pess ad stydja vid starfsemi
sina.

0.4 Ad meta 6ryggisahasettu

Borin eru kennsl & 6ryggiskrofur med skipulegu mati a
oryggisaheettu. Kostnad af styringum parf ad meta i ljosi
pess rekstrarlega skada sem liklegt er ad hljotist af ef
oryggi brestur.

Nidurstoour ahaettumatsins koma ad gagni baedi vid
leidsogn og akvordun videigandi adgerda og forgangs-
ré0 i stjornun dheettu vegna upplysingadryggis og vid
ad innleida styringar til verndar gegn peirri ahaettu.
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function as an enabler, e.g. to achieve egovernment or
e-business, and to avoid or reduce relevant risks.

The interconnection of public and private networks and
the sharing of information resources increase the
difficulty of achieving access control. The trend to
distributed computing has also weakened the effective-
ness of central, specialist control.

Many information systems have not been designed to
be secure. The security that can be achieved through
technical means is limited, and should be supported by
appropriate management and procedures. ldentifying
which controls should be in place requires careful
planning and attention to detail. Information security
management requires, as a minimum, participation by
all employees in the organization. It may also require
participation from shareholders, suppliers, third parties,
customers or other external parties. Specialist advice
from outside organizations may also be needed.

0.3 How to establish security requirements

It is essential that an organization identifies its security
requirements. There are three main sources of security
requirements.

1. One source is derived from assessing risks to the
organization, taking into account the organization’s
overall business strategy and objectives. Through a
risk assessment, threats to assets are identified,
vulnerability to and likelihood of occurrence is
evaluated and potential impact is estimated.

2. Another source is the legal, statutory, regulatory,
and contractual requirements that an organization,
its trading partners, contractors, and service pro-
viders have to satisfy, and their socio-cultural environ-
ment.

3. A further source is the particular set of principles,
objectives and business requirements forinformation
processing that an organization has developed to
support its operations.

0.4 Assessing security risks

Security requirements are identified by a methodical
assessment of security risks. Expenditure on controls
needs to be balanced against the business harm likely
to result from security failures.

The results of the risk assessment will help to guide and
determine the appropriate management action and
priorities for managing information security risks, and
for implementing controls selected to protect against
these risks.
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