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© Stadlarad islands 2006. Oll réttindi askilin.

An skriflegs leyfis Utgefanda ma ekki endurprenta eda afrita
pennan stadal med neinum heetti, vélreenum eda rafreenum,
svo sem ljésritun, hljédritun eda annarri adferd sem nu er pekkt
eda verdur sidar fundin upp, né midla stadlinum i rafreenu
gagnasafni.

1. prentun.



Formali islensku pyodingarinnar

Pessi islenski stadall, IST ISO/IEC 27001:2005, sem einnig er
alpjédlegur stadall, var stadfestur af Stadlaradi Islands,
sem er samstarfsvettvangur islenskra hagsmunaadila til
a0 vinna a0 st60lun og beitingu stadla.

fslenska pydingin var gerd ad tilhlutan Stadlarads
islands og FUT.
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bessi stadall kemur i stad stadalsins [ST BS 7799-2:2002.

Pydingin er einungis gerd til hagreedis fyrir islenska
notendur. Kappkostad hefur verid ad hafa islenska
textann eins nakvaeman og framast er unnt. Engu ad
sidur getur Stadlarad islands ekki dbyrgst ad pydingin
endurspegli ndkveemlega merkingu frumtextans, ord
fyrir ord.

Af pessum sdkum er enski textinn birtur vid hlid hins
islenska og til hans ber ad leita komi til deilumala um
tulkun &kveeda i stadlinum. Stadlarnir eru i stodugri
endurskodun og par med islenska pydingin. Notend-
ur stadlanna eru eindregio hvattir til ad koma athuga-
semdum og &dbendingum til Stadlarads islands.
Vinnuhépurinn taldi rétt a0 gefa skyringu & notkun
hugtaksins ,organization” sem pytt er med ordinu
Jfyrirtaeki”.

Pessi notkun ordsins er vidtekin i 58rum stédlum (t.d. ST
EN ISO 9000:2005) og hefur hlotid godan hljémgrunn.
Med ,fyrirtaeki” er att vio t.d. félag, hlutafélag, firma,
atvinnufyrirtaeki, stofnun, gédgerdastofnun, einyrkja,
samtok eda hluta eda samsetningu af pessu.

Fyrirtaeki getur verio opinbert eda i einkaeign.
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Formali

ISO (International Organization for Standardization — Alpjod-
legu stadlasamtokin) og IEC (International Electrotec-
hnical Commission — Alpjoda rafteeknirddid) mynda sér-
haeft kerfi fyrir alpjédlega stodlun. Stadlastofnanir einstakra
landa sem eiga adild ad ISO eda IEC taka patt i proun
alpjédastadla med starfreekslu teekninefnda sem hvor
stadlasamtokin um sig setja a fot til ad fast vio afmorkud
taeknisvid. Taekninefndir ISO og IEC hafa samvinnu um
efnissvid sem hagsmunir peirra beggja tengjast. Adrar
alpjoédlegar stofnanir, baedi peer sem starfa & vegum rikis-
stjorna og adrar, taka einnig patt, i samvinnu vid ISO og
IEC. A svidi upplysingataekni hafa ISO og IEC komid &
fot sameiginlegri teekninefnd, ISO/IEC JTC 1.

Alpjodastadlar eru samdir i samreemi vio Vinnureglur
ISO/IEC, 2. hluta.

Meginverkefni sameiginlegu teekninefndarinnar er ad
semja alpjodastadla. Frumvorp ad alpjédastodlum, sem
sameiginlega taekninefndin hefur komid sér saman um,
eru send adilum samtakanna til atkveedagreidslu. Alpjéda-
stadall er ekki gefinn Ut nema ad minnsta kosti 75 % peirra
adila sem greida atkveedi hafi sampykkt stadalinn.

Athygli er vakin & pvi ad sum atridi i pessu skjali geetu
fallid undir einkaleyfi. ISO og IEC bera ekki abyrgd 4 ad
tilgreina einhver eda 0l slik einkaleyfi.

Alpjédastadallinn ISO/IEC 27001 var saminn af sameigin-
legu teekninefndinni ISO/IEC JTC 1, Information techno-
logy, undirnefnd SC 27, IT Security techniques.

Foreword

ISO (the International Organization for Standardization)
and |IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standard-
ization. National bodies that are members of ISO or IEC
participate in the development of International Standards
through technical committees established by the respec-
tive organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate
in fields of mutual interest. Other international organiz-
ations, governmental and non-governmental, in liaison
with ISO and IEC, also take part in the work. In the field
of information technology, ISO and IEC have established
a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with
the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to pre-
pare International Standards. Draft International Standards
adopted by the joint technical committee are circulated
to national bodies for voting. Publication as an Inter-
national Standard requires approval by at least 75 % of
the national bodies casting a vote.

Attention is drawn to the possibility that some of the
elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.

ISO/IEC 27001 was prepared by Joint Technical Commit-
tee ISO/IEC JTC 1, Information technology, Subcommit-
tee SC 27, IT Security techniques.



0 Inngangur
0.1 Almennt

Pessi alpjodastadall var saminn til pess a0 lata i té likan
til a0 koma upp, innleida, starfreekja, vakta, ryna, vio-
halda og endurbeeta stjérnkerfi upplysingadryggis. Pad
eetti ad vera stefnumarkandi akvordun fyrir fyrirteeki ad
taka upp oryggisstjornkerfi. Parfir og markmio, oryggis-
krofur, pau ferli sem beitt er, sem og steerd fyrirtaekis og
formgerd hafa ahrif & honnun og innleidingu 6ryggis-
stjornkerfis i fyrirteekinu. Buist er vid ad pessi atridi og
studningskerfi peirra taki breytingum med timanum. Gert
er rdd fyrir ad vid innleidingu & Oryggisstjornkerfi ad
umfang pess verdi i samraemi vio parfir fyrirteekisins, t.d.
a0 einfold stada kalli 4 einfalda 6ryggisstjérnkerfislausn.

Pennan alpjédastadal ma nota til pess ad meta samraem-
ingu hagsmunaadila innan og utan fyrirteekisins.

0.2 Ferlisnalgun

| pessum alpjédastadli er tekin upp ferlisnalgun vid stofnun,
innleidingu, rekstur, voktun, ryni, viohald og umbeetur &
oryggisstjornkerfi i fyrirteeki.

Til pess ad fyrirtaeki geti starfad med virkum heetti parf
ad bera kennsl & og stjérna fjolmoérgum athéfnum. Oll
starfsemi sem nytir audlindir og er stjérnad til ad aud-
velda breytingu ilags i fralag ma lita 4 sem ferli. Oft myndar
fralag eins ferlis med beinum hezetti ilag hins nzesta.

P34 adferd ad beita kerfi ferla innan fyrirteekis dsamt pvi
a0 bera kennsl & ferlin og samspil peirra og stjérna peim
ma nefna ,ferlisnalgun®.

Su ferlisndlgun fyrir stjérnun upplysingaéryggis sem
kynnt er i pessum alpjédastadli hvetur beitendur hennar
til ad leggja aherslu & mikilveegi eftirfarandi atrida:

a) ao skilja krofur fyrirteekis um upplysingadryggi og
porfina & ad setja fram stefnu og markmio fyrir upp-
lysingadryggi;

b) adinnleida styringar og beita peim til pess ad stjorna
upplysingadryggisahaettu fyrirtaekis pegar um er ad

reeda rekstrardhaettu i fyrirteekinu 6llu;

c) ao vakta og ryna frammistéou og skilvirkni 6ryggis-
stjornkerfisins; og

d) stédugar umbeetur & grundvelli hlutleegra maelinga.
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0 Introduction
0.1 General

This International Standard has been prepared to
provide a model for establishing, implementing, operat-
ing, monitoring, reviewing, maintaining and improving
an Information Security Management System (ISMS).
The adoption of an ISMS should be a strategic decision
for an organization. The design and implementation of
an organization’s ISMS is influenced by their needs and
objectives, security requirements, the processes employ-
ed and the size and structure of the organization. These
and their supporting systems are expected to change
over time. It is expected that an ISMS implementation will
be scaled in accordance with the needs of the organization,
e.g. a simple situation requires a simple ISMS solution.

This International Standard can be used in order to assess
conformance by interested internal and external parties.

0.2 Process approach

This International Standard adopts a process approach
for establishing, implementing, operating, monitoring, re-
viewing, maintaining and improving an organization's ISMS.

An organization needs to identify and manage many
activities in order to function effectively. Any activity
using resources and managed in order to enable the
transformation of inputs into outputs can be considered
to be a process. Often the output from one process
directly forms the input to the next process.

The application of a system of processes within an
organization, together with the identification and inter-
actions of these processes, and their management, can
be referred to as a “process approach”.

The process approach for information security manage-
ment presented in this International Standard encour-
ages its users to emphasize the importance of:

a) understanding an organization’s information security
requirements and the need to establish policy and
objectives for information security;

b) implementing and operating controls to manage an
organization's information security risks in the context
of the organization’s overall business risks;

c) monitoring and reviewing the performance and effect-
iveness of the ISMS; and

d) continual improvement based on objective measure-
ment.
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i pessum alpjédastadli er tekid upp ferlislikan, sem pekkt
er undir enska heitinu , Plan-Do-Check-Act” (PDCA). Pad
er notad til ad byggja upp 6ll 6ryggisstjdrnkerfisferli. A
mynd 1 er synt hvernig 6ryggisstjornkerfi tekur sem ilag
krofur um upplysingadryggi og vaentingar hagsmuna-
adila og ad loknum naudsynlegum adgerdum og ferlum
skilar af sér upplysingadryggi sem fralagi (p.e. stjérnudu
upplysingadryggi) sem uppfyllir pessar krofur og veaent-
ingar. A mynd 1 eru einnig synd tengsl ferlanna sem eru
kynnt i greinum 4, 5, 6, 7 og 8.

Med pvi ad taka upp PDCA-likanid endurspeglast einnig
peer meginreglur eins og peer eru settar fram i OECD
Guidelines (2002)" sem kveda 4 um 6ryggi i upplysinga-
kerfum og -netum. Pessi alpjédastadall veitir traust likan
fyrir innleidingu & peim meginreglum pessara OECD-
leidbeininga sem kveda 4 um dhaettumat, hénnun og inn-
leidingu Oryggis, 6ryggisstjornun og endurmat oryggis.

DAMI 1
Krafa geeti verid um ad brot & upplysingadryggi valdi
fyrirtaeki ekki alvarlegum fjarhagsskada og/eda hneisu.

DAMI 2
Paer veentingar geetu verid gerdar ad ef alvarlegt atvik kemur

upp — svo sem ef tolvuprjotar valda spjollum & rafreenum
vioskiptavef fyrirteekis — pa sé tilteekt folk med nzegilega
pjalfun i videigandi verklagsreglum til ad lagmarka ahrifin.

This International Standard adopts the "Plan-Do-Check-
Act" (PDCA) model, which is applied to structure all
ISMS processes. Figure 1 illustrates how an ISMS takes
as input the information security requirements and
expectations of the interested parties and through the
necessary actions and processes produces information
security outcomes that meets those requirements and
expectations. Figure 1 also illustrates the links in the
processes presented in Clauses 4, 5, 6, 7 and 8.

The adoption of the PDCA model will also reflect the
principles as set out in the OECD Guidelines (2002)1)
governing the security of information systems and
networks. This International Standard provides a robust
model for implementing the principles in those guide-
lines governing risk assessment, security design and
implementation, security management and reassessment.

EXAMPLE 1
A requirement might be that breaches of information

security will not cause serious financial damage to an
organization and/or cause embarrassment to the organiz-

ation.

EXAMPLE 2

An expectation might be that if a serious incident occurs
— perhaps hacking of an organization’s eBusiness web
site — there should be people with sufficient training in
appropriate procedures to minimize the impact.
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Mynd 1 - PDCA-likani beitt a 6ryggisstjornkerfisferli — Figure 1 - PDCA model applied to ISMS processes

" OECD Guidelines for the Security of Information Systems and
Networks — Towards a Culture of Security. Paris: OECD, July
2002. www.oecd.org

8

" OECD Guidelines for the Security of Information Systems and
Networks — Towards a Culture of Security. Paris: OECD, July
2002. www.oecd.org
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Skipuleggja (koma upp
oryggisstjornkerfinu)

Koma upp oryggisstjérnkerfisstefnu, markmioum, ferlum og verklagsreglum
sem skipta mali vid stjérnun dheettu og umbeaetur & upplysingadryggi til pess
ao skila drangri sem samraemist stefnu og markmidum fyrirteekisins.

Gera (innleida og starfraekja
oryggisstjornkerfid)

Innleida og starfraekja oOryggisstefnuna, styringarnar, ferlin og verklags-
reglurnar.

Gata (vakta og ryna
oryggisstjornkerfid)

Meta og, par sem vid &, meela frammist6édu ferla vid 6ryggisstefnu, mark-
mid og hagnyta reynslu og skyra stjornendum fra nidurstéoum til ad ryna.

Adhafast (vidhalda og baeta
oryggisstjornkerfid)

Gera Urbeetur og setja upp forvarnir, byggdar & nidurstodum innri
oryggisstjornkerfisuttektar og stjérnendaryni eda 60rum upplysingum
sem mali skipta, til pess ad baeta stodugt oryggisstjornkerfio.

Plan (establish the ISMS)

Establish ISMS policy, objectives, processes and procedures relevant to managing
risk and improving information security to deliver results in accordance with an
organization’s overall policies and objectives.

Do (implement and operate the ISMS)

Implement and operate the ISMS policy, controls, processes and procedures.

Check (monitor and review the ISMS)

Assess and, where applicable, measure process performance against ISMS
policy, objectives and practical experience and report the results to
management for review.

Act (maintain and improve the ISMS)

Take corrective and preventive actions, based on the results of the internal ISMS
audit and management review or other relevant information, to achieve
continual improvement of the ISMS.

0.3 Samhaefi vido onnur stjérnunarkerfi

bessi alpjodastadall er samstilltur vid (ST EN ISO 9001:2000
og IST EN ISO 14001:2004 til pess stydja samraema og
sampeetta innleidingu og starfraekslu vid skylda stjorn-
unarstadla. Eitt stjérnunarkerfi sem er til pess hannad
getur pannig uppfyllt kréfur allra pessara stadla.

Tafla C.1 synir tengslin milli greinanna i pessum alpjoda-
stadli, ST EN 1SO 9001:2000 og (ST EN ISO 14001:2004.

Pessi alpjodastadall er hannadur til pess ad gera fyrir-
teeki kleift ad samstilla eda sampeetta Oryggisstjornkerfi
sitt vid peer krofur sem gerdar eru til skyldra stjéornunar-
kerfa.

0.3 Compatibility with other management
systems

This International Standard is aligned with ISO 9001:2000
and ISO 14001:2004 in order to support consistent and
integrated implementation and operation with related
management standards. One suitably designed manage-
ment system can thus satisfy the requirements of all
these standards.

Table C.1 illustrates the relationship between the clauses
of this International Standard, 1ISO 9001:2000 and ISO
14001:2004.

This International Standard is designed to enable an
organization to align or integrate its ISMS with related
management system requirements.



